Computer Science & Entrepreneurship —
Class 11

Complete Book Notes (Full Punjab Textbook Syllabus)

Short, simple, exam-focused notes covering all chapters, topics, and subtopics of the complete
textbook — upgraded from SMART syllabus coverage to full book coverage.
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Chapter 1: Introduction to Software Development

1.1 Software Development

Definition: Software development is the process of creating computer programs to perform specific
tasks — writing code, testing it, and fixing issues.

1.2 Software Development Life Cycle (SDLC)

Definition: SDLC is a framework of processes used to build software from initial idea to deployment
and maintenance. Purpose: To deliver high-quality software that meets customer needs, within time
and cost limits.

Framework: A standardized, reusable set of tools/practices that gives a structured base for building
software (e.g., Django for websites) so developers don't rewrite common solutions.

Stages of SDLC

1. Requirement Gathering — Understanding what the software must do, by interviews, surveys,
observations, and document review.

. Design — Planning how the software will look and work (diagrams, models, architecture).
. Coding/Development — Writing the actual program based on the design.

. Testing — Checking for bugs (functionality, performance, compatibility testing).

. Deployment — Installing, configuring, and real-world testing of the software for users.
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. Maintenance — Ongoing updates and fixes after release.

Functional vs Non-Functional Requirements

Functional Requirements Non-Functional Requirements

Define what the system should do Define how the system performs

Related to user interactions/tasks Related to performance, security, reliability
Example: “User must register an account” Example: “System must support 1000 users”

1.3 Software Development Methodologies

Software process models are frameworks for planning and controlling SDLC; they give predictability,
efficiency, and quality.

Waterfall Model

A linear, sequential model — each phase (Requirements - Design - Implementation - Testing -
Deployment - Maintenance) must finish before the next starts. - Benefits: simple to understand, easy
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to manage, good for small/fixed-requirement projects. - Limitations: inflexible, not suited for complex/
evolving projects, risky if requirements change.

Agile Methodology

A flexible approach that delivers small working parts of software quickly through short cycles called
sprintsl/iterations. - Key practices: Continuous Integration (merging code often to catch errors early),
Test-Driven Development (write tests before code), Pair Programming (two developers work
together). - Benefits: flexible to change, better customer satisfaction from frequent delivery. -
Limitations: hard to scale for big projects, needs active stakeholder involvement, less predictable
timeline.

1.4 Project Planning and Management

» Comprehensive Project Planning: Deciding what needs to be done, who will do it, and how.
* Setting Timelines: Deciding how long each part of the project will take.

 Estimating Costs: Predicting total expenses. Key factors: development team size/skill, technology
stack, project duration, risk management, quality assurance.

* Risk Assessment and Management — Steps:

1. Identify risks (technical, operational, external)
2. Analyze risks (likelihood & impact)
3. Develop mitigation strategies (reduce/avoid/transfer/accept)
4. Monitor and review continuously
» Execution: The actual development work — coding, designing, and building as per the plan.

* Quality Assurance (QA): Ensures the project meets standards, through testing, code review, and
stakeholder feedback.

1.5 Graphical Representation of Software Systems (UML)

UML (Unified Modeling Language): A standardized way to visually represent the design of a software
system, helping developers understand and communicate how it works.

Types of UML Diagrams

» Use Case Diagram: Shows the system’s functionality from the user’s (actor’s) point of view — what
actions users can perform. Example: Librarian - “Borrow Book” « Student.

« Class Diagram: Shows how classes (objects, attributes, and methods) are organized in a system,
like a map of the system’s structure.

» Sequence Diagram: Shows how objects interact with each other in a time sequence (flow of
messages).

« Activity Diagram: Shows the flow of steps/activities in a process, including decisions.

Uses of UML: Planning (before coding), Development (understanding structure), Communication
(explaining system to team/stakeholders).
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1.6 Design Patterns

Definition: Common, reusable solutions to recurring software design problems — like templates that
make coding easier and more consistent.

Pattern Idea

Singleton Ensures only one object/resource is created and
reused

Factory Creates objects without exposing the exact creation

logic (a “factory” decides which class to instantiate)

Observer Automatically notifies a group of interested objects
when something changes

Strategy Lets you choose the right method/algorithm for a
task from a set of options

Uses: Reduce code complexity, improve reusability, and give developers a common vocabulary (e.qg.,
MVC pattern used in Ruby on Rails, Angular).

1.7 Software Debugging and Testing

Debugging: The process of finding and fixing bugs (errors) in software. Tools/practices: debuggers,
print statements, code reviews.

Types of Testing (in order)

1. Unit Testing — Testing individual components/functions in isolation.
2. Integration Testing — Testing how different modules work together.
3. System Testing — Testing the whole software system as one unit.

4. Acceptance Testing (UAT) — Testing by end-users/clients to confirm the software is ready for
release.

1.8 Software Development Tools

» Languagel/Code Editors: Help write and edit code (e.g., Notepad++, VS Code).
* Translators: Convert high-level code into machine code.

o Interpreters — translate line-by-line (e.g., Python interpreter).
- Compilers — translate the whole code at once (e.g., GCC).

» Debuggers: Help find and fix errors (e.g., GDB, Visual Studio Debugger).

* IDEs (Integrated Development Environments): Combine editor + compiler + debugger in one tool
(e.g., Visual Studio, PyCharm).

* Online/Offline Platforms: Online = cloud-based (Repl.it, Gitpod); Offline = local installs.

» Source Code Repositories: Store and track code changes, enabling version control and teamwork
(e.g., GitHub, Bitbucket).
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Exercise Short Questions (with Answers)

Q1. Differentiate between functional and non-functional requirements. Functional requirements
describe what the system should do — specific behaviors, tasks, and functions (e.g., “user must be
able to register an account”). Non-functional requirements describe how the system performs — quality
attributes and constraints like performance, reliability, and security (e.g., “system must handle 1000
simultaneous users”).

Q2. Explain why the testing phase is important in the SDLC, and give two reasons for its
significance. Testing ensures software quality by identifying bugs and errors before deployment. Two
reasons: (1) It verifies that the software meets the specified requirements. (2) It prevents costly failures
and security breaches after release.

Q3. lllustrate the concept of Continuous Integration in Agile Methodology and discuss its
importance. Continuous Integration (Cl) is the practice of regularly merging code changes into a
central repository, followed by automated builds and tests. It is important because it allows early
detection of integration errors, reduces merge conflicts, and speeds up development.

Q4. Evaluate the main steps involved in risk assessment and management, and assess their
importance in a software project. Steps: (1) Identify risks — technical, operational, or external. (2)
Analyze risks — likelihood and impact. (3) Develop mitigation strategies — avoid, transfer, reduce, or
accept the risk. (4) Monitor and review risks throughout the project. Importance: Prevents project
failure, reduces unexpected costs, and ensures timely delivery.

Q5. Explain the purpose of a Use Case Diagram in software development. A Use Case Diagram
shows the system’s functionality from the user’s (actor’s) point of view. Its purpose is to capture
functional requirements, show how different users interact with the system, and help plan development
and testing.

Q6. Compare and contrast a Sequence Diagram with an Activity Diagram, highlighting the key
differences. A Sequence Diagram shows how objects interact with each other over time, focusing on
the order of messages exchanged between them. An Activity Diagram shows the flow of steps/
activities in a process, including decisions and branching. In short: Sequence Diagrams focus on
communication between objects; Activity Diagrams focus on the workflow/logic of a process.

Q7. Describe the Factory Pattern and explain how it differs from directly creating objects, with
an example. The Factory Pattern provides an interface for creating objects without specifying the exact
class of object that will be created. Difference: instead of using new directly to create an object, a
factory method decides which class to instantiate based on the input given. Example: A Vehicle Factory
creates either a Car or a Bike object depending on what is requested, hiding the creation logic from
the user.

Important Exam Questions (with Answers)

Q1. What is software development? Software development is the process of creating computer
programs designed to perform specific tasks — it involves writing code, testing it, and fixing any issues
that arise.

Q2. What is the purpose of SDLC? SDLC (Software Development Life Cycle) is a framework of
processes used to build software from initial idea to deployment and maintenance. Its purpose is to
deliver high-quality software that meets customer expectations, within time and cost estimates.
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Q3. List the stages of SDLC. Requirement Gathering — Design - Coding/Development - Testing -
Deployment - Maintenance.

Q4. Differentiate between the Waterfall Model and Agile Methodology. The Waterfall Model is
linear and sequential — each phase must finish before the next begins; it's simple but inflexible. Agile
Methodology is flexible and iterative — software is delivered in short cycles (sprints), allowing changes
based on feedback, but it's harder to predict timelines for.

Q5. What is a framework in software development? Give an example. A framework is a
standardized, reusable set of tools/practices that provides a structured foundation for building software,
so developers don'’t rewrite common solutions. Example: Django, a framework for building websites.

Q6. What are the benefits and limitations of the Waterfall Model? Benefits: simple and easy to
understand, easy to manage (sequential), good for small/fixed-requirement projects. Limitations:
inflexible (hard to go back), not ideal for complex/evolving projects, risky if requirements change later.

Q7. What are the four types of UML diagrams discussed, and what does each show? Use Case
Diagram — system functionality from the user’s view; Class Diagram — how classes/objects are
organized; Sequence Diagram — interaction/message flow between objects over time; Activity Diagram
— flow of steps/activities in a process.

Q8. Name the four design patterns discussed and briefly explain each. Singleton — ensures only
one object/resource is created and reused; Factory — creates objects without exposing the exact
creation logic; Observer — automatically notifies a group of objects when something changes; Strategy
— lets you pick the right method/algorithm for a task from a set of options.

Q9. What is the difference between an Interpreter and a Compiler? An Interpreter translates and
runs code line-by-line (e.g., the Python interpreter). A Compiler translates the entire code at once into
machine code before running it (e.g., GCC for C/C++).

Q10. What is the role of an IDE? Give two examples. An IDE (Integrated Development Environment)
combines tools like an editor, compiler, and debugger in one place, letting developers write, test, and
debug code efficiently. Examples: Visual Studio, PyCharm.

Q11. List the four types of testing in order, from smallest to largest scope. Unit Testing (individual
components) — Integration Testing (modules working together) — System Testing (entire system) —
Acceptance Testing/UAT (tested by end-users before release).
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Chapter 2: Python Programming

2.1 Introduction to Python

Python is a versatile, easy-to-learn programming language used in web development, data analysis, Al
and more, due to its simple syntax.

Basic steps of programming: Write Code - Compile/Interpret — Execute — Output.

Setting up environment: Download Python from python.org; check “Add Python to PATH” during
install so Python can run from command line. A good IDE (e.g., PyCharm, VS Code) makes coding
easier.

2.2 Basic Syntax and Structure

Comments: Non-executable lines used to explain code. - Single-line: starts with # - Multi-line:
enclosed in triple quotes ''' ''!

Variables

Definition: A variable is a named storage location in memory that holds data which can change during
program execution.

Naming rules: - Must start with a letter or underscore. - Can contain letters, digits, underscores after
that. - Case-sensitive (age # Age ). - Cannot use reserved keywords ( for, if , etc.).

Data types:

Type Stores Example

int Whole numbers age = 17

float Decimal numbers price = 19.99

str Text name = "Ali"

bool True/False is student = True

Input/Output: - input() - takes input from user (always returns text/string). - print() - displays
output. - To take numeric input, convert using int(input(...)) or float(input(...)) .

2.3 Operators and Expressions

An expression is a combination of variables, operators, and values that produces a result (e.g., 3 + 4
- 7).

Operator Type Symbols Purpose

Arithmetic + - K [ [ % ¥%*

Page 7 of 39



Operator Type Symbols Purpose

Math operations ( // =floor
division, % =modulus,

** =power)

Comparison > < == l=>= <= Compare values, return True/
False

Assignment = += -= *= /= Assign/update variable values

Logical and, or, not Combine conditions, return
boolean

Operator Precedence (order of evaluation): Parentheses () - Exponentiation ** _ Multiplication/
Division/Modulus * / % - Addition/Subtraction + - . Example: (3+4)*2 = 14, but 3+4*2 = 11
(multiplication done first).

2.4 Control Structures

Decision Making

« if statement: runs code only if a condition is true.
« if-else statement: runs one block if true, another if false.

» Short-hand if-else: one-line conditional expression, e.g. msg = "hot" if temp>30 else
"cool" . (Regular if-else can have multiple statements/blocks; short-hand is for simple single
assignments.)

« if-elif-else: checks multiple conditions in sequence.
Looping

» while loop: repeats as long as a condition is true (checks condition before each run).
» for loop: repeats a fixed number of times / iterates over a sequence (list, string, range).

2.5 Functions and Modules

Function: A reusable block of code defined using def function name(parameters): . - Functions
can take parameters and return values. - Default parameters: have a pre-set value used when no
argument is given. Example: def greet(name="Student") ; calling greet() uses “Student”.

Modules: Files containing related functions that can be imported and reused (e.g., import random,
import statistics ). Package: A folder/directory containing related modules, used to organize large
projects (like organizing books into library sections).
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2.6 Built-in Data Structures

Lists

A list stores an ordered, changeable (mutable) collection of items in [ 1. - Access items by index
(starts at 0): fruits[0] - Common methods: append() - add item; remove() - delete item;
sort() — sort ascending; reverse() — reverse order; insert(index, item) - insert at position. -
Issue with shared references: If two variables point to the same list, changing one changes the other
too (e.g., b = a; b.append(4) also changes a ), because both refer to the same list in memory.

Tuples

An ordered, immutable (unchangeable) collection, written in ( ) . Once created, values cannot be
modified.

Indexing and Slicing

* Indexing: Access single elements using position; Python uses zero-based indexing.
* Slicing: Access a range: sequence[start:stop:step] (stopindex not included).
* Negative indexing: -1 =lastitem, -2 =second last, etc.

2.7 Modular Programming

Definition: Dividing a program into smaller, reusable modules/functions. Why useful: Improves
organization, reusability, and maintainability; lets multiple developers work on different parts
independently. main function: Defines the starting point of a script using if  name ==
" main__": so code only runs when the file is executed directly, not when imported.

2.8 Object-Oriented Programming (OOP)

Class: A template/blueprint that defines the attributes and methods an object will have. Object: An
actual instance created from a class, with its own specific values. self: Refers to the current instance of
the class inside its methods.

Example: A ToyCar class defines color, size, wheels; carl = ToyCar("red","small",4) creates an
object.

2.9 Advanced Python Concepts

Exception Handling

Definition: A mechanism to manage runtime errors so the program doesn’t crash. - try block: code
that might cause an error. - except block: handles the error if it occurs. Example: catching
ZeroDivisionError when dividing by zero.
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File Handling

* Open a file using open("file.txt", mode) .
* Modes: "r" (read), "w" (write — overwrites), "a" (append — adds without overwriting).
e Using with open(...) as file: automatically closes the file after use.

2.10 Testing and Debugging in Python

Types of Testing: - Unit Testing: Tests individual functions/classes in isolation (Python’s unittest
module). - Integration Testing: Checks if different parts work together. - Functional Testing: Checks
software behaves as expected from user’s view. - Regression Testing: Ensures new changes don't
break existing features.

Debugging techniques: Print statements, debugging tools (e.g., pdb ), and reading error messages to
find the bug’s source.

Exercise Short Questions (with Answers)

Q1. Explain the purpose of using comments in Python code. Comments are non-executable lines
used to explain code, improve readability, and document logic. They help developers understand and
maintain the code. Single-line comments start with # ; multi-line comments are written between triple
quotes L | L | )

Q2. Describe the difference between integer and float data types in Python. Provide an example
of each. Integer (int): stores whole numbers without a decimal point. Example: age = 17 . Float
(float): stores numbers with a decimal point. Example: price = 19.99.

Q3. Define operator precedence and give an example of an expression where operator
precedence affects the result. Operator precedence determines the order in which operations are
evaluated in an expression. Example: (3 + 4) * 2 = 14 (parentheses evaluated first), while
3 + 4 * 2 =11 (multiplication evaluated before addition).

Q4. How does the short-hand if-else statement differ from the regular if-else statement? The
short-hand if-else is a one-line conditional expression used for simple assignments, e.g. msg = "hot"
if temp>30 else "cool". The regular if-else statement can contain multiple statements/blocks of
code and is used for more complex logic.

Q5. Explain the use of the range() function in a for loop. The range() function generates a
sequence of numbers, which a for loop can iterate over. For example, for i in range(1,11):
loops through numbers 1 to 10, running the loop body once for each number.

Q6. Explain how default parameters work in Python functions. Default parameters have a
predefined value that is used if no argument is provided when the function is called. Example: def
greet(name="Student"): — calling greet() uses “Student”, but greet("Ali") uses “Ali" instead.

Q7. Explain why modular programming is useful in Python. Modular programming divides a
program into separate, reusable modules. It improves code organization, reusability, and
maintainability, and allows multiple developers to work on different parts of a program independently.

Q8. Explain the difference between a class and an object in Python. A class is a template/blueprint
that defines the attributes and methods an object will have. An object is an actual instance created
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from that class, with its own specific values. Example: ToyCar is a class; carl =
ToyCar("red","small",4) is an object of that class.

Important Exam Questions (with Answers)

Q1. What must be checked during Python installation, and why? “Add Python to PATH” should be
checked, so that Python can be run easily from the command line without extra configuration.

Q2. List the four basic data types in Python with an example of each. int (whole numbers,
e.g. age=17), float (decimals, e.g. price=19.99), str (text, e.g. name="Ali"), bool (True/
False, e.g. is student=True).

Q3. What are the rules for naming a variable in Python? Must start with a letter or underscore; can
contain letters, digits, and underscores after that; is case-sensitive; and cannot be a reserved keyword
(like for, if).

Q4. Differentiate between input() and print() functions. input() takes data typed by the user
(always returned as text/string). print() displays output/information on the screen.

Q5. What issue can arise when two variables reference the same list? Give an example. If two
variables point to the same list, changing the list through one variable also changes it for the other,
since both refer to the same object in memory. Example: a=[1,2,3]; b=a; b.append(4) - a also
becomes [1,2,3,4] .

Q6. Differentiate between a list and a tuple. A list is ordered and mutable (can be changed) —
written in [ ] .Atuple is ordered but immutable (cannot be changed after creation) — writtenin ( ) .

Q7. What is the difference between Unit Testing and Integration Testing? Unit Testing tests
individual functions/components in isolation. Integration Testing checks whether different modules/
components work correctly together.

Q8. What is exception handling? Give an example. Exception handling is a mechanism to manage
errors during program execution so the program doesn’t crash. Example: using try / except to catch
a ZeroDivisionError when dividing by zero.

Q9. Differentiate between read mode, write mode, and append mode in file handling. "r" (read)
opens a file to read its contents; "w" (write) opens a file and overwrites existing content; "a"
(append) opens a file and adds new content without erasing what'’s already there.
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Chapter 3: Algorithms and Problem Solving

3.1 Understanding Computational Problems

Definition: A computational problem is a challenge solved through an algorithm (step-by-step
instructions). - Input — data given to the algorithm. - Process — steps applied to the input. - Output —
the result produced.

Classification of Computational Problems

 Decision Problems: Answer is yes/no.

» Search Problems: Find a solution/item meeting given criteria.

» Optimization Problems: Find the best solution by some criteria.

» Counting Problems: Count the number of ways a condition can be met.

Well-defined vs llI-defined Problems

Well-defined lll-defined
Clear goal, input, process, output Ambiguous/vague goals and requirements
Example: check if a number is even Example: “reduce poverty in Pakistan”

3.2 Generate-and-Test Method

Steps: 1. Generate a possible solution. 2. Test it against the problem’s conditions. 3. If it satisfies the
conditions, accept it. 4. If not, generate another and repeat until a solution is found or all options are
exhausted.

Useful when: the problem space is small, no clear strategy exists, or heuristics can narrow the search
(e.g., Al game-playing, puzzles).

3.3 Problem Solvability and Complexity

Solvable vs Unsolvable

» Solvable: An algorithm exists that gives a solution in finite time (e.g., finding GCD using the
Euclidean algorithm).

» Unsolvable: No algorithm can solve it for all cases (e.g., the Halting Problem — proved by Alan
Turing that no algorithm can determine if every program will halt).

Tractable vs Intractable

Tractable Intractable

Solvable in polynomial time (Class P) — efficient
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Tractable Intractable

Requires super-polynomiallexponential time —
impractical for large inputs

Example: Sorting (Merge Sort, O(n log n)) Example: Traveling Salesman Problem (TSP)

Complexity Classes

» Class P: Problems that can be solved

efficiently

(in polynomial time) by a computer. Example: sorting a list.
* Class NP: Problems whose

solution can be verified quickly

, even if finding it is hard. Example: Sudoku.

* Class NP-Hard: Problems at least as hard as the hardest NP problems; no efficient algorithm
known. Example: TSP.

* Class NP-Complete: Problems that are both in NP and as hard as any NP problem — solving one
efficiently would solve all NP problems. Example: Knapsack Problem.

3.4 Algorithm Analysis

Time Complexity: Measures how an algorithm’s running time grows as input size increases. Big O
Notation: Describes the upper-bound growth rate of an algorithm’s time.

Notation Name Example

o(1) Constant Accessing an array element
O(log n) Logarithmic Binary Search

o(n) Linear Linear Search

0o(n?) Quadratic Bubble Sort, Selection Sort
O(n log n) Log-linear Merge Sort

Space Complexity: Measures how much memory an algorithm uses as input size grows.

3.5 Algorithm Design Techniques

* Divide and Conquer: Breaks a big problem into smaller sub-problems, solves each independently,
then combines results (e.g., Merge Sort).
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» Greedy Algorithms: Make the locally best (optimal) choice at each step, hoping it leads to the best
overall solution. Simple and fast, but doesn’t always give the best result (e.g., Coin Change
problem).

» Dynamic Programming (DP): Solves problems by breaking them into overlapping sub-problems
and storing results to avoid recalculating them — efficient for optimization problems (e.g., Fibonacci
sequence).

» Backtracking: Builds a solution step by step; if a path fails, it goes back and tries another path
(e.g., solving mazes/puzzles).

3.6 Commonly Used Algorithms

Sorting Algorithms

Algorithm Idea Complexity
Bubble Sort Repeatedly compares adjacent O(n?)
elements and swaps if in wrong
order
Selection Sort Repeatedly selects the smallest O(n2)

element from the unsorted part
and swaps it to the front

Search Algorithms

* Linear Search: Checks each item one by one from start to end until found. Works on any list. Time:
O(n).

* Binary Search: Repeatedly divides a sorted list in half, discarding the half that can’t contain the
target. Time: O(log n) — much faster, but requires sorted data.

Graph Algorithms

BFS (Breadth-First Search) DFS (Depth-First Search)

Explores level by level using a queue Explores as far as possible down one path using a
stack, then backtracks

Good for finding shortest path in unweighted graphs; = Uses less memory for deep graphs; useful for
suited for shallow graphs topological sorting, cycle detection

Time complexity: O(V+E) Time complexity: O(V+E)

Importance of breaking down problems: Simplifies complexity, makes designing/testing/debugging
easier, and allows reuse of solutions for similar sub-problems.

Key factors to evaluate algorithm performance: Time complexity, space complexity, scalability,
accuracy, and resource consumption.

Page 14 of 39



Exercise Short Questions (with Answers)

Q1. Differentiate between well-defined and ill-defined problems within the realm of
computational problem-solving. Well-defined problems have clear goals, inputs, processes, and
outputs (e.g., checking if a number is even). lll-defined problems have ambiguous or vague goals and
requirements (e.g., “reduce poverty in Pakistan”).

Q2. Outline the main steps involved in the Generate-and-Test method. 1. Generate a possible
solution. 2. Test the solution against the problem’s conditions. 3. If it satisfies the conditions, accept it.
4. If not, generate another solution and repeat until one is found or all options are exhausted.

Q3. Compare tractable and intractable problems in the context of computational complexity.
Tractable problems can be solved in polynomial time (Class P) and are considered efficiently solvable
(e.g., sorting with Merge Sort). Intractable problems require super-polynomial/exponential time and
become impractical for large inputs (e.g., the Traveling Salesman Problem).

Q4. Summarize the key idea behind Greedy Algorithms. Greedy algorithms make the locally optimal
(best) choice at each step, hoping these choices lead to a globally optimal solution. They are simple
and fast but do not always guarantee the best overall solution.

Q5. Discuss the advantages of using Dynamic Programming. Dynamic Programming solves
problems by breaking them into overlapping subproblems and storing the results to avoid redundant
calculations. This makes it efficient for optimization problems and significantly reduces time complexity
(e.g., calculating Fibonacci numbers).

Q6. Compare the advantages of Breadth-First Search (BFS) with Depth-First Search (DFS) in
graph traversal. BFS finds the shortest path in unweighted graphs by exploring level by level; it is
good for shallow graphs. DFS uses less memory for deep graphs, can find solutions faster if the goal is
deep, and is useful for topological sorting and cycle detection.

Q7. Explain the importance of breaking down a problem into smaller components in algorithmic
thinking. Breaking down a problem simplifies its complexity, making it easier to design, test, and debug
solutions. It also enables the reuse of solutions for similar sub-problems.

Q8. Identify the key factors used to evaluate the performance of an algorithm. Time complexity
(how runtime grows with input size), space complexity (how memory usage grows with input size),
scalability, accuracy, and resource consumption.

Important Exam Questions (with Answers)

Q1. What is a computational problem? Name its three parts. A computational problem is a
challenge solved through an algorithm. Its three parts are: Input (data given), Process (steps applied),
and Output (the result produced).

Q2. Differentiate between solvable and unsolvable problems, with an example of each. A
solvable problem has an algorithm that can solve it in finite time (e.g., finding the GCD of two numbers
using the Euclidean algorithm). An unsolvable problem has no algorithm that can solve it for all cases
(e.g., the Halting Problem).

Q3. Explain Class P and Class NP with examples. Class P problems can be solved efficiently/
quickly by a computer (e.g., sorting a list). Class NP problems are ones where a proposed solution can
be verified quickly, even if finding it is hard (e.g., solving a Sudoku puzzle).

Page 15 of 39



Q4. What is Big O Notation used for? Give two examples of Big O complexities. Big O Notation
describes the upper-bound growth rate of an algorithm’s running time as input size increases, helping
compare algorithm efficiency. Examples: O(1) — constant time; O(n log n) — Merge Sort.

Q5. Differentiate between Time Complexity and Space Complexity. Time Complexity measures
how an algorithm’s running time grows as input size increases. Space Complexity measures how
much memory an algorithm uses as input size increases.

Q6. Explain Divide and Conquer with an example. Divide and Conquer breaks a large problem into
smaller sub-problems, solves each independently, and then combines the results. Example: Merge
Sort.

Q7. What is Backtracking? Give an example of its use. Backtracking builds a solution step by step;
if a path doesn’t lead to a solution, it goes back and tries a different path. It is commonly used for
puzzles and maze-solving problems.

Q8. Differentiate between Bubble Sort and Selection Sort. Bubble Sort repeatedly compares
adjacent elements and swaps them if in the wrong order. Selection Sort repeatedly finds the smallest
element from the unsorted part and swaps it into place. Both have O(n?) time complexity.

Q9. Why must a list be sorted before applying Binary Search? Binary Search works by repeatedly
dividing the search range in half and eliminating the half that cannot contain the target — this only
works correctly if the data is already arranged in order.
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Chapter 4: Computational Structures

4.1 Lists

Definition: A list stores multiple items in a specific sequence; each item (element) has an index.

Properties: 1. Dynamic Size — can grow/shrink automatically. 2. Index-Based Access — first item at
index 0. 3. Ordered Collection — insertion order is preserved.

Operations: - Insertion: insert(index, item) adds an item at a chosen position; elements after it
shift right. Example: party list.insert(0,"Invite friends") adds it at the start. - Deletion:
remove(value) deletes the first matching item; pop(index) deletes item at a given index. -
Searching: the in keyword checks whether an item exists, e.g. if "milk" in list: .

Applications: Storing/managing data collections; implementing Stacks (LIFO) and Queues (FIFO).

Shared list reference issue: If two variables point to the same list (b = a ), changing one through b
also changes a, since both refer to the same list in memory. Example: a=[1,2,3]; b=a;
b.append(4) — a alsobecomes [1,2,3,4].

4.2 Stacks

Definition: A data structure where insertion and deletion happen only at one end, called the top.
Principle: LIFO (Last-In, First-Out) — the last element added is the first one removed (like a stack of
plates/books).

Basic Operations: - Push: Add an item to the top. - Pop: Remove the item from the top.

4.3 Queues

Definition: A structure where items are added at the back and removed from the front (like a line at a
bank). Principle: FIFO (First-In, First-Out) — the first item added is the first one removed.

Basic Operations:

Enqueue Dequeue

Adds an item to the rear/back of the queue Removes an item from the front of the queue

Other operations: check if the queue is empty, peek at the front item without removing it, get queue
size.

4.4 Trees

Definition: A hierarchical data structure that spreads out from a main point called the root node; each
node can connect to child nodes, forming branches (e.g., a family tree).
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Properties: 1. Root Node: The topmost/first node in the tree. 2. Edges and Nodes: Nodes are
elements, connected by edges. A node with no children is called a leaf. 3. Height: The longest path
from the root to the farthest leaf. 4. Balanced Tree: Left and right branches are nearly equal in height.

Applications: File systems (organizing folders/files), hierarchical data (org charts, family trees),
decision-making (decision trees).

4.5 Graphs

Definition: A data structure consisting of vertices (nodes) connected by edges, used to represent
networks/relationships (e.g., cities and roads, social networks).

Tree vs Graph:

Tree Graph
Hierarchical, single root No fixed root/hierarchy
Exactly one path between any two nodes (no cycles) = Multiple paths/cycles allowed

Used for structured data (org charts) Used for networks (social media, maps)

Properties of Graphs: - Degree: Number of edges connected to a vertex. - Weight: Value assigned to
an edge (e.g., distance, cost). - Direction: Edges can be directed (one-way) or undirected (two-way).

Types of Graphs: - Directed Graph: Edges have a direction (one-way, e.g., a one-way street). -
Undirected Graph: Edges have no direction (two-way, e.g., mutual friendship). - Weighted Graph:
Each edge carries a weight/cost (e.g., distance between cities on a map).

Exercise Short Questions (with Answers)

Q1. Explain how the insert() function works in Python lists. Provide an example. insert(index,
item) adds an item at a specified position in the list; elements after that index shift right. Example:

party list = ["Buy drinks", "Buy decorations"]
party list.insert(0, "Invite friends")
print(party list) # ['Invite friends', 'Buy drinks', 'Buy decorations']

Q2. Explain the potential issues which could arise when two variables reference the same list in
a program. Provide an example. If two variables refer to the same list, changes made through one
variable affect the other too, leading to unintended side effects, because both variables point to the
same list in memory. Example:

a=1[1, 2, 3]

b =a

b.append(4)

print(a) # [1, 2, 3, 4] (a is also changed)

Q3. Define a stack and explain the Last-In, First-Out (LIFO) principle. A stack is a data structure
where insertion and deletion occur at the same end (the “top”). LIFO means the last element added is
the first one removed — like a stack of plates.
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Q4. Differentiate between the Enqueue and Dequeue operations of a queue. Enqueue adds an
element to the rear (back) of the queue. Dequeue removes an element from the front of the queue.

Q5. Name two basic operations performed on a stack. Push — add an element to the top. Pop —
remove the top element.

Q6. What is the difference between enqueue() and dequeue()? enqueue() adds an item at the
back of the queue; dequeue() removes and returns the item from the front of the queue (same idea as

Q4).
Important Exam Questions (with Answers)

Q1. What are the three main properties of a list? Dynamic Size (can grow/shrink), Index-Based
Access (items accessed by position, starting at 0), and Ordered Collection (insertion order is
preserved).

Q2. Differentiate between remove() and pop() in Python lists. remove(value) deletes the first
occurrence of a specific value from the list. pop(index) removes and returns the item at a specific
index.

Q3. Define a tree and list two of its properties. A tree is a hierarchical data structure that spreads out
from a root node, with each node connecting to child nodes. Properties: Root Node (the topmost node)
and Height (the longest path from root to the farthest leaf).

Q4. What is a graph? Give one real-world example. A graph is a data structure of vertices (nodes)
connected by edges, used to represent networks/relationships. Example: a social network, where
people are vertices and friendships are edges.

Q5. Differentiate between a directed graph and an undirected graph. In a directed graph, edges
have a one-way direction (e.g., a one-way street). In an undirected graph, edges have no direction —
connections work both ways (e.g., mutual friendship).

Q6. What is the degree of a vertex in a graph? The degree of a vertex is the number of edges
connected to it. For example, if a city is connected to three other cities, its vertex has a degree of 3.

Q7. Differentiate between a tree and a graph. A tree is hierarchical with a single root and exactly one
path between any two nodes (no cycles). A graph has no fixed hierarchy/root, and multiple paths or
cycles are allowed between nodes.

Q8. What is a leaf node in a tree? A leaf is a node in a tree that has no child nodes — similar to a file
in a folder that doesn’t contain any other files.
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Chapter 5: Data Analytics

Data analytics: The process of examining data to find useful information, patterns, and trends to
support decision-making.

5.1 Basic Statistical Concepts

Measures of Central Tendency

Measure Meaning Example

Mean Average of all values (sum + Scores 50,60,70,80,90 — Mean =
count) 70

Median Middle value when data is 50,60,70,80 — Median = 65

arranged in order (average of two
middle values if even count)

Mode The most frequently occurring 50,60,70,70,90 - Mode =70

value

Measures of Dispersion

* Variance (0?): Shows how much data values differ from the mean; higher variance = more spread
out data.

« Standard Deviation (og): Square root of variance; expressed in the same unit as original data, so
it's easier to interpret spread.

> Small SD - data close to mean. Large SD - data widely scattered.
Probability

Definition: The study of how likely an event is to happen. Formula: Probability = (Favorable outcomes)
+ (Total outcomes). Example: Probability of heads in a coin flip = 1/2 = 50%.

5.2 Data Collection and Preparation

Data Collection Methods

Method Description Example

Surveys Asking a predefined set of Customer preference survey
guestions to a sample group

Observations Watching/monitoring subjects Observing which restaurant tables
without interference are chosen

Experiments
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Method Description Example

Manipulating variables to see their = Testing if printed notes improve
effect exam scores

Data Preparation

Involves cleaning, organizing, and converting data into a usable format so results are reliable.

Data Cleaning and Transformation

» Data Cleaning: Correcting/removing errors — incorrect entries, missing values, duplicates.

» Data Transformation: Converting cleaned data into an easier format for analysis (e.g., aggregating
scores into class averages).

» Handling Missing Data:
1. Imputation: Estimate the missing value (e.g., use the class average).
2. Flagging: Mark the missing value so analysts know data is incomplete.
3. Removal: Exclude the incomplete record, if very few are missing.

5.3 Building Statistical Models

Definition: Statistical modeling analyzes data to understand real-world patterns and predict future
outcomes.

Steps in Model Development

1. Define the Problem — identify what to predict and what factors affect it.
2. Collect Data — gather relevant data.

3. Choose an Algorithm — e.g., linear regression, logistic regression.

4. Train the Model — model learns from the data.

5. Evaluate the Model — test using new/unseen data.

Linear Regression

Definition: Predicts a numeric outcome (dependent variable, Y) based on another variable
(independent variable, X). Formula: Y = 3o + X + € - o = intercept (value of Y when X=0) - 3. = slope
(change in Y per unit change in X — the “unit change” meaning: how much Y increases for every 1
increase in X) - € = error term (difference between predicted and actual value)

Logistic Regression

Used to predict a categorical (yes/no) outcome by giving a probability value between 0 and 1.
Example: Predicting whether a student will pass or fail based on study hours.
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Clustering (K-Means)

Definition: Groups similar data points together based on their characteristics, without predefined
categories. K in K-Means: The number of clusters/groups to be formed. Example: Grouping students
into “strong in math” vs “strong in English” clusters.

Evaluating and Interpreting Models

 Error Metrics: Measure how far predictions are from actual values.
» Accuracy Metrics: Measure the percentage of correct predictions.

* Ethical Considerations: Models should be fair/lunbiased (not favor one group unfairly) and
respect data privacy (secure use of personal data).

5.4 Data Visualization

Definition: Representing data visually (graphs/charts) to quickly identify patterns, trends, and insights.

Chart Type Best Used For

Bar Chart Comparing quantities across categories

Line Graph Showing trends/changes over time

Histogram Showing the distribution of data (grouped into bins/
ranges)

Scatterplot Showing the relationship between two variables

Boxplot Summarizing data distribution (median, quartiles,

outliers) — good for comparing groups

5.5 Tools for Data Visualization

Excel and Google Sheets: Widely accessible tools to create bar charts, line graphs, scatterplots, etc.

Steps to create a chart: 1. Enter your data into the spreadsheet. 2. Select the data. 3. Choose a chart
type (Insert tab). 4. Customize with axis labels/titles for clarity.

Exercise Short Questions (with Answers)

Q1. What is the importance of building statistical models in real-world applications? Statistical
models help analyze data to make sense of the real world and predict future outcomes — for example,
using past spending data to estimate future grocery expenses. They support better planning and
decision-making in business, science, and daily life.

Q2. Name one basic statistical model used for predicting outcomes and explain its purpose.
Linear Regression is a basic statistical model. Its purpose is to understand the relationship between
two variables (an independent and a dependent variable) and to predict one based on the other, e.g.,
predicting daily earnings from the number of customers.
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Q3. List two types of data visualizations and describe when you would use each. Bar Chart —
used to compare quantities across categories (e.g., sales per product). Line Graph — used to show
trends/changes over time (e.g., temperature changes over a week).

Q4. How does visualizing data help in understanding descriptive statistics? Visualizations such
as histograms and bar charts give an intuitive view of data distribution, central tendency, and spread,
making statistical summaries much easier to interpret than raw numbers alone.

Important Exam Questions (with Answers)

Q1. Differentiate between mean, median, and mode. Mean is the average of all values. Median is
the middle value when data is arranged in order. Mode is the value that appears most frequently in the
dataset.

Q2. What is the difference between variance and standard deviation? Variance shows how much
values differ from the mean (in squared units). Standard Deviation is the square root of variance,
expressed in the same unit as the original data, making it easier to interpret data spread.

Q3. List two data collection methods and describe when each is used. Surveys — used to collect
structured data from a large group via predefined questions. Observations — used to collect data by
watching behavior without interference (e.g., watching which tables customers choose in a restaurant).

Q4. Explain what the slope means in linear regression. The slope (B.) shows how much the
dependent variable (Y) changes for every one-unit increase in the independent variable (X). For
example, a slope of 40 means each new customer adds 40 rupees to earnings.

Q5. Differentiate between linear regression and logistic regression. Linear Regression predicts a
numeric/continuous outcome (e.g., earnings). Logistic Regression predicts a categorical (yes/no)
outcome by giving a probability between 0 and 1 (e.g., pass/fail).

Q6. What does “K” mean in K-Means clustering? “K” refers to the number of clusters/groups the
data should be divided into.

Q7. Explain the strategies for handling missing data. Imputation — estimate the missing value
(e.g., using the class average). Flagging — mark the value as missing so analysts are aware.
Removal — exclude the incomplete record if very few values are missing.

Q8. What ethical considerations should be kept in mind when building statistical models?
Fairness/Bias — a model should not unfairly favor one group over another; Data Privacy — personal
data used to build models should be kept secure and not shared without permission.
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Chapter 6: Emerging Technologies

6.1 Overview of Emerging Technologies

Definition: New tools/systems recently developed that have the potential to change how we live and
work.

Technology Idea

Artificial Intelligence (Al) Machines/software that learn and act like humans
(e.q., Siri, self-driving cars)

Cloud Computing Store/access data & apps over the internet instead
of local devices

Blockchain Secure, shared record-keeping across many
computers (basis of cryptocurrency)

Internet of Things (1oT) Connects everyday objects to the internet (e.g.,
smart thermostat)
ARIVR AR adds digital elements to the real world; VR

creates a fully virtual environment

5G Next-gen wireless technology — faster, more reliable
internet
Quantum Computing Uses qubits (can be 0 and 1 at once) to solve

problems much faster

Biotechnology Uses living organisms to create products/solve
problems (e.g., medicines, crops)

6.2 Cloud Computing

Definition: A model providing on-demand access to computing resources (servers, storage, apps) over
the internet, paid per use.

Basic Concepts

* Virtualization: Allows one physical machine to run multiple independent “virtual” machines.
« Scalability: Ability to add more resources when needed (e.g., adding servers during a sale).
* Elasticity: Automatic scaling of resources up/down based on real-time demand.

» On-Demand Access: Getting resources instantly whenever needed, without manual setup.

Elasticity vs On-Demand Access: Elasticity = automatic scaling based on demand; On-Demand
Access = ability to provision resources instantly whenever needed.
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Types of Cloud Services

Service Description Example

laaS (Infrastructure as a Service) Basic infrastructure (servers, AWS, Azure, Google Compute
storage, networking) rented pay- Engine
as-you-go

PaaS (Platform as a Service) Complete development/ Google App Engine, Heroku
deployment environment (servers
+ tools)

SaaS (Software as a Service) Ready-to-use software hosted by Google Workspace, Office 365

the provider

Cloud Deployment Models

Model Description

Public Cloud Shared, internet-based, managed by third party
(e.g9., AWS) — cost-effective but less secure

Private Cloud Used exclusively by one organization — more
secure but expensive

Hybrid Cloud Combines public + private clouds — flexible

Multi-Cloud Uses multiple cloud providers together — resilient

Applications of Cloud Computing

» Data Storage: Save data on remote servers (Google Drive, Dropbox).

» Web Hosting & Content Delivery: Hosting websites, using CDNs (e.g., Cloudflare) to deliver
content faster.

» Machine Learning/Al in the Cloud: Cloud platforms for building/training Al models (Google Cloud
Al, AWS SageMaker).

Implications of Cloud Computing

 Data Security: Risk of breaches; mitigated with encryption and strong authentication.
* Scalability & Resource Management: Needs monitoring to avoid wasted cost.

» Cost Considerations: Pay-per-use can add up if not managed.

» Compliance & Regulatory Issues: Must follow data privacy/industry laws.

6.3 Blockchain Technology

Definition: A secure, shared digital ledger (record book) distributed across many computers, making
data almost impossible to alter or hack.
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Core Principles

» Decentralization: No single controlling authority; a network of nodes validates transactions.

» Immutability: Once a block is added, it cannot be changed or deleted — a permanent, tamper-
proof record.

» Consensus Mechanisms: Nodes must agree before a new block is added.

Blockchain Components

Component Meaning

Node A computer participating in the network; keeps a
copy of the blockchain

Ledger The shared digital record of all transactions

Block A bundle of transactions with a unique hash +
reference to the previous block

Transaction A single entry recording a transfer of assets/
information

Blockchain Protocol Rules for validating transactions and reaching
consensus

Peer-to-Peer (P2P) Network: Computers (nodes) share data/resources directly with each other,
without a central server — forms the backbone of blockchain.

Use Cases

» Cryptocurrencies (e.g., Bitcoin, Ethereum) — secure decentralized digital money.

» Supply Chain Management — tracking product origin and movement, preventing fraud.
 Healthcare — securely storing patient records.

* Voting Systems — secure, transparent vote counting.

Cryptocurrencies and Smart Contracts

* Cryptocurrencies: Digital currencies that work without banks, using blockchain for secure
transactions.

* Smart Contracts: Self-executing digital agreements that automatically run when set conditions are
met (used on platforms like Ethereum); removes need for intermediaries but requires error-free
code.

Data Security in Blockchain (concepts)

* Encryption: Turns data into a code readable only by those with the right key.
* Digital Signature: Confirms data is from a legitimate source and hasn’'t been tampered with.

» Decentralization for security: Data is copied across many nodes, so it stays safe even if one node
is compromised.
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6.4 Future Trends

Edge Computing

Definition: Processes data near its source (“edge” of the network) instead of a centralized cloud data
center. Benefits: Reduced latency, faster real-time processing, bandwidth savings, improved privacy.
Example: Self-driving cars process sensor data locally for instant decisions (e.g., braking).

Serverless Architectures

Definition: Lets developers run code/build apps without managing servers — the cloud provider
automatically allocates resources. Advantages: No server management, automatic scaling, pay only
for actual usage, faster deployment (e.g., AWS Lambda).

Exercise Short Questions (with Answers)

Q1. Analyze the role of Peer-to-Peer Networks in Blockchain. How do they function and why are
they essential? A Peer-to-Peer (P2P) network is a system where nodes communicate and share
resources directly with each other without a central server; each node acts as both client and server. It
is essential in blockchain because it enables decentralization — every node keeps a copy of the
ledger, so there is no single point of control or failure, making the network more robust and secure.

Q2. Describe the concept of immutability in blockchain. Why is it a critical feature? Immutability
means that once a block is added to the blockchain, it cannot be altered or deleted. This is critical
because it ensures the transaction history is permanent and tamper-proof, providing a reliable,
trustworthy record of all transactions.

Q3. What is edge computing and how does it benefit data processing? Edge computing processes
data near its source (“edge” of the network) instead of sending it to a centralized cloud. Benefits:
reduced latency, faster real-time processing, bandwidth savings, and improved privacy.

Q4. Describe the concept of serverless architectures. Serverless architectures allow developers to
build and run applications without managing servers themselves. Cloud providers automatically allocate
resources as needed, and developers pay only for the actual computing resources used.

Q5. What advantages do serverless architectures offer to developers? No server management,
automatic scaling, cost-effectiveness (pay only for use), and faster deployment — developers can focus
on writing code rather than managing infrastructure.

Q6. How does edge computing improve the efficiency of autonomous vehicles? Edge computing
processes sensor and camera data locally inside the vehicle, enabling instant decisions (like braking or
steering) without waiting for a response from the cloud — improving safety and reaction time.

Q7. Differentiate between Elasticity and On-Demand Access in cloud computing. Elasticity is the
automatic scaling of resources up or down based on real-time demand. On-Demand Access is the
ability to provision/use resources instantly whenever needed, without manual setup or waiting.

Important Exam Questions (with Answers)

Q1. Differentiate between laaS, PaaS, and SaaS. laaS provides basic infrastructure (servers,
storage) on a pay-as-you-go basis (e.g., AWS). PaaS provides a complete development/deployment
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environment (e.g., Google App Engine). SaaS provides ready-to-use software applications hosted by
the provider (e.g., Google Workspace).

Q2. Compare public, private, hybrid, and multi-cloud deployment models. Public Cloud —
shared, internet-based, cost-effective but less secure. Private Cloud — used by one organization,
more secure but expensive. Hybrid Cloud — combines public and private, offering flexibility. Multi-
Cloud — uses multiple providers together, offering resilience.

Q3. What is virtualization in cloud computing? Virtualization is a technology that allows a single
physical machine to run multiple independent virtual machines, each with its own operating system and
applications.

Q4. What are smart contracts? Smart contracts are self-executing digital agreements written in code
that automatically carry out their terms when specific conditions are met, removing the need for
intermediaries (used on platforms like Ethereum).

Q5. Name any three components of a blockchain system. Node (a computer in the network), Block
(a bundle of transactions with a unique hash), and Ledger (the shared digital record of all transactions).

Q6. What are the three core principles of blockchain technology? Decentralization (no single
controlling authority), Immutability (once added, data cannot be changed), and Consensus Mechanisms
(nodes must agree before adding a new block).

Q7. List two use cases of blockchain technology besides cryptocurrency. Supply Chain
Management (tracking product origin/movement) and Healthcare (securely storing patient records).
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Chapter 7: Legal and Ethical Aspects of Computing

Systems

7.1 Understanding Terms of Use

Definition: Legal agreements (also called Terms and Conditions/Terms of Service) set by a provider
that outline how a service/product can be used, to create a fair, transparent relationship between
provider and user.

Importance: 1. Protection of Rights — defines user rights (privacy, service level, redress). 2. Clarity
and Transparency — prevents misunderstanding. 3. Legal Safeguards — protects businesses from
misuse of their services.

Common Clauses: - User Obligations - Limitations of Liability - Privacy and Data Use - Intellectual
Property Rights - Termination of Service

Legal Ramifications: Violating Terms of Use can lead to fines, lawsuits, or bans (e.g., software piracy
from unlicensed software use).

Personal Rights: Right to privacy, right to be informed, right to withdraw consent (e.g., under
Pakistan’s Personal Data Protection Bill, users can access/correct/delete their data).

7.2 Privacy and Security Threats

Types of Security Threats

Threat Description

Spam Unwanted messages received via email/phone
Spyware Harmful software that secretly monitors user activity
Cookies Small files websites store on your device to

remember preferences (can also track activity)

Phishing Scam pretending to be a trustworthy organization to
trick users into giving personal info

Pharming Redirecting users to a fake website without their
knowledge (often via DNS/router exploitation)

Phishing vs Pharming: Phishing tricks users via fraudulent messages/links; Pharming redirects users
to a fake site automatically, without them clicking anything suspicious.

Prevention Techniques

» Spam Filters — move/delete unwanted emails automatically.
* Antivirus Software — checks files for hidden threats.
» Cookie Management — deciding which cookies to keep/delete.
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* Recognizing Phishing — identifying fake emails, not clicking suspicious links.
» Guarding Against Pharming — checking the website address is correct and secure (https:// and
padlock icon).

7.3 The Digital Divide

Definition: The gap between individuals/regions that have access to modern ICT and those that don't.
Causes

1. Economic Barriers — cannot afford devices/internet.

2. Geographical Barriers — rural areas lack infrastructure.
3. Educational Barriers — lack of digital literacy/training.
4. Social Barriers — age, gender, disability limiting access.

Impacts

» Educational Inequality — students without internet fall behind (e.g., COVID-19 online learning gap).
» Economic Disparities — lack of digital skills limits job opportunities.

* SociallCivic Participation — exclusion from e-government/social media engagement.

* Health Disparities — limited access to telemedicine/health information.

* Digital Literacy Gap — widens the divide between tech-savvy and non-tech-savvy people.

Bridging the Digital Divide

1. Government Initiatives (building internet infrastructure)
2. Educational Programs (teaching digital skills)
3. Public-Private Partnerships (making technology more affordable)

7.4 Computing’s Impact on Individuals and Society

Positive Impacts: - Increased access to information (e.g., Coursera, edX). - Improved global
communication (social media enabling movements like #MeToo0). - Economic growth via e-commerce
(e.g., Daraz).

Negative Impacts: - Widens the digital divide (urban-rural gap). - Spread of misinformation/fake news
(e.g., COVID-19 misinformation). - Privacy concerns from data collection/misuse (e.g., data leak
incidents).

7.5 Digital Citizenship and Ethical Considerations

Digital Citizenship: Behaving responsibly and ethically when using digital technologies/the internet.
Responsible Digital Behavior

* Using strong passwords.
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* Avoiding phishing scams (verifying suspicious emails/links).
Ethical Use of Information

* Responsible Data Sharing: Only share personal data with trusted/verified sources when
necessary.

* Respecting Copyright: Don't copy/use others’ work without permission.

 Avoiding Plagiarism: Properly cite/attribute sources and ideas.

Cybersecurity Awareness: Understanding and practicing protection from online threats (e.qg., reporting
cybercrime to NR3C-FIA in Pakistan).

Collaborative Problem Solving

* Human-Machine Collaboration: Using digital tools + human judgment together (e.g., data analysis
software + human decision-making).

» Teamwork and Knowledge Sharing: Collaborating on group projects, exchanging ideas/research.
Creating Accessible Digital Content

* Design for Accessibility: Readable fonts, alternative text for images (for visually impaired users).
» User Feedback: Surveys/direct communication to improve digital content based on user needs.

Exercise Short Questions (with Answers)

Q1. Why is it important for users to understand Terms of Use? Understanding Terms of Use is
important because it (1) protects users’ rights, such as privacy and the right to seek redress, (2)
provides clarity and transparency about what a service will and won't do, preventing
misunderstandings, and (3) acts as a legal safeguard, helping users know their obligations and avoid
actions that could get their account banned or lead to legal issues.

Q2. Differentiate between phishing and pharming. Phishing is a scam where fraudulent messages
(emails, texts) trick users into revealing personal information by pretending to be a trustworthy
organization. Pharming redirects users from a legitimate website to a fake one without their
knowledge, often by exploiting DNS or router vulnerabilities — the user doesn’t need to click anything
suspicious.

Q3. Identify two impacts of the digital divide on social and civic participation. (1) People without
internet access are excluded from e-government services and online civic engagement, reducing their
representation in democratic processes. (2) They miss out on staying informed through social media
and online news, limiting their participation in social movements and public discussion.

Q4. What are the key steps involved in evaluating information sources? (1) Check the author’s
credentials and reputation. (2) Verify the publication date and relevance. (3) Cross-check with other
reliable sources. (4) Identify any bias or agenda in the source.

Q5. How does responsible data sharing contribute to ethical use of information? Responsible
data sharing ensures personal information is shared only with trusted entities, with consent, and for
legitimate purposes. This respects users’ privacy, prevents misuse of data, and helps ensure
compliance with data protection laws.
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Important Exam Questions (with Answers)

Q1. List three common clauses found in Terms of Use. User Obligations, Limitations of Liability, and
Privacy and Data Use (also: Intellectual Property Rights, Termination of Service).

Q2. Differentiate between Spyware and Cookies. Spyware is harmful software that secretly monitors
a user’s activity without their knowledge. Cookies are small files a website stores on your device to
remember preferences — not inherently harmful, but can be used to track activity.

Q3. What are the causes of the digital divide? Economic Barriers (can't afford devices/internet),
Geographical Barriers (rural areas lack infrastructure), Educational Barriers (lack of digital literacy), and
Social Barriers (age, gender, disability).

Q4. Explain the concept of human-machine collaboration with an example. Human-machine
collaboration means using digital tools together with human judgment to solve problems. Example:
using data analysis software to process complex data while a person applies judgment to make the
final decision.

Q5. What steps can be taken to create accessible digital content? Use readable fonts (clear, large
text), and provide alternative text for images so visually impaired users can understand the content via
screen readers.

Q6. Name two positive and two negative impacts of computing on society. Positive: increased
access to information (e.g., online courses); improved global communication (social media). Negative:
spread of misinformation/fake news; privacy concerns from data collection and misuse.

Q7. What is meant by “responsible digital behavior”? Give an example. Using technology and the
internet in ways that are safe and respectful — for example, using strong passwords and avoiding
clicking suspicious links from unknown senders (phishing scams).
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Chapter 8: Online Research and Digital Literacy

8.1 Online Research and Digital Literacy

Online Research: Finding information on the internet about a topic, to collect correct, trustworthy, and
current information.

Importance: Helps students complete homework, professionals stay updated, and everyone make
informed decisions.

Types of Online Research

1. General Information Research — basic info via search engines.

2. Academic Research — scholarly info (books, research papers, databases).

3. Market Research — understanding market trends/customer behavior (used by businesses).
4. Fact-Checking Research — verifying accuracy using multiple reliable sources.

5. Health Research — finding info on health issues/treatments.

Digital Literacy

Definition: The ability to use digital tools (computers, smartphones, internet) to find, understand,
create, and share information.

Key Components: - Using Technology: Operating devices, software, and navigating websites. -
Searching for Information: Using search engines effectively with relevant keywords. - Evaluating
Sources: Checking who created the content and if it's from a trustworthy source.

8.2 Utilizing Digital Resources

Online Libraries and Research Databases: Provide access to academic resources online. -
Academic Journals: Collections of expert-written, usually peer-reviewed (checked by other experts
before publishing) articles — trustworthy sources.

Effective Navigation: - Use specific keywords; use advanced search filters (by date, author, subject). -
Boolean Operators help refine searches: - AND — narrows results (must include both terms) - OR —
broadens results (either term) - NOT — excludes a term from results

Managing Digital Information: Save/organize digital copies, take notes, keep track of sources (use
digital folders, note-taking apps, or reference managers).

8.3 Research Ethics

Definition: Principles/guidelines ensuring research is honest, respectful, and fair, protecting the rights
of participants, researchers, and society.

Key Principles

1. Informed Consent — inform participants of the research purpose and get their permission.
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2. Confidentiality — keep participants’ personal information private.
3. Integrity — be honest; don't falsify data, plagiarize, or misrepresent findings.
4. Respect for Participants — treat participants with respect; do no harm.

Importance: Ensures trustworthy findings, protects rights, avoids harm/misinformation, and builds
credibility of research.

8.4 Understanding Intellectual Property (IP)

Definition: Legal rights that protect creations of the mind (inventions, artistic works, designs, names,
symbols) so creators can control and profit from their work.

Types of Intellectual Property

Type Protects Example

Patent An invention (product/process A new solar panel design
with a new technical solution);
prevents others from making/
using/selling it without permission

Trademark A sign, logo, or name that A brand logo (e.g., National
distinguishes a company’s goods/ | Foods)
services

Copyright Literary/artistic works (books, A novel by an author

music, films, software) —
automatic on creation

Industrial Design The visual/aesthetic design of a A unique bottle shape
product (shape, appearance)

Trade Secret Confidential business information A secret drink recipe
giving a competitive edge; not
disclosed publicly

Copyright vs Patent: Copyright protects original literary/artistic works automatically upon creation;
Patent protects inventions and requires formal application/disclosure.

Importance of IP
Encourages creativity and innovation by ensuring creators are rewarded for their work.
Protecting Your IP

1. Patents: Apply through the Intellectual Property Organization (IPO Pakistan).
2. Trademarks: Register your brand name/logo/slogan.

3. Copyrights: Register creative works with the appropriate authority.

4. Trade Secrets: Keep information confidential; use legal agreements (NDAS).
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Exercise Short Questions (with Answers)

Q1. How can one ensure the reliability of information found in online research? Use credible
sources (academic journals, government sites, recognized organizations), check the author’s expertise
and publication date, compare information across multiple sources, and avoid biased or unverified
content.

Q2. Why is it important to evaluate the reliability of online sources? Evaluating reliability helps
avoid misinformation, ensures accuracy, and supports informed decision-making. Using unreliable
sources can lead to incorrect conclusions and cause harm.

Q3. Why is it important to use specific keywords when searching for information online?
Specific keywords narrow down search results, reduce irrelevant information, and save time. They help
search engines retrieve more precise and relevant content.

Q4. Describe the purpose of a trademark. A trademark is a sign, logo, or name that distinguishes the
goods/services of one business from others. It protects brand identity and prevents consumer
confusion.

Q5. How does copyright differ from patent protection? Copyright protects original literary and
artistic works (books, music, software) automatically upon creation. Patent protects inventions
(processes, machines) and requires a formal application and disclosure; it prevents others from
making, using, or selling the invention without permission.

Important Exam Questions (with Answers)

Q1. List the key principles of research ethics. Informed Consent (inform and get permission from
participants), Confidentiality (keep personal information private), Integrity (be honest, don't falsify data
or plagiarize), and Respect for Participants (do no harm).

Q2. What are Boolean operators? Give an example of AND, OR, and NOT. Boolean operators refine
online searches. AND narrows results (must include both terms, e.g., “python AND tutorial”). OR
broadens results (either term, e.g., “cat OR dog”). NOT excludes a term (e.g., “jaguar NOT car”).

Q3. What is a peer-reviewed article? A peer-reviewed article is one that has been checked and
evaluated by other experts in the field before being published, making it a trustworthy and reliable
source of information.

Q4. List and briefly explain the types of intellectual property. Patent (protects inventions),
Trademark (protects brand names/logos), Copyright (protects literary/artistic works), Industrial Design
(protects a product’s visual/aesthetic design), and Trade Secret (protects confidential business
information).

Q5. Differentiate between General Information Research and Academic Research. General
Information Research finds basic information using search engines (articles, blogs, videos).
Academic Research focuses on finding scholarly information for educational purposes (books,
research papers, databases).

Q6. Why is digital literacy important? Digital literacy is the ability to use digital tools to find,
understand, create, and share information effectively — it helps people search for reliable information,
evaluate sources, and protect their personal data online.
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Chapter 9: Entrepreneurship in Digital Age

Entrepreneurship: The process of identifying a problem/opportunity, creating a business solution, and
taking risks to build and grow a venture that delivers value.

9.1 Design Thinking and Business Solutions

Design Thinking: A human-centered method to solve problems by understanding them deeply before
jumping to solutions. Five steps: 1. Empathize — understand people’s feelings, needs, and challenges.
2. Define — clearly state the problem. 3. Ideate — brainstorm possible solutions. 4. Prototype — build a
simple, quick version of the idea. 5. Test — try the prototype, gather feedback, and improve.

Business Solutions: Ways to help companies solve problems and work better (e.g., using inventory
software to avoid stock-outs).

Application to Business: Companies use Design Thinking to create products/services people actually
want, by focusing on user experience and testing ideas (e.g., a food delivery app).

9.2 Creating a Business Plan

Definition: A document describing a business idea, how it will succeed, and the steps to achieve its
goals.

Key Parts of a Business Plan

. Executive Summary — brief overview of the business idea and goals.

. Business Description — what the business offers, target customers, uniqueness.
. Market Analysis — research on customers and competitors.

. Products/Services — features and benefits of what's offered.

. Marketing and Sales Strategy — how to attract and keep customers.

o O A W DN P

. Financial Plan — budget, funding needs, expected revenue.
7. Operational Plan — how the business will run day to day.

Digital Tools: Business-plan software (e.g., PlanGuru, Enloop) offers templates and financial
calculators; collaborative tools (Google Drive, Dropbox Paper) let teams work on a plan together in real
time.

9.3 Collecting Market Insights

Market Research: Gathering data to understand customer needs, preferences, and competitors.

Qualitative vs Quantitative Research

Qualitative Research Quantitative Research

Non-numerical data (opinions, motivations) Numerical data (measurable, statistical)
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Qualitative Research Quantitative Research
Methods: interviews, focus groups, observation Methods: surveys, structured data collection

Example: interviews about bread preferences Example: survey on how much people pay for coffee

» Customer Surveys: Collect data from many customers (online/phone/in person).
* Focus Groups: Small diverse groups discuss a product in detail for deeper insight.

Analyzing Market Data

» Trends/Patterns: e.g., most purchases happen on weekends.

» Market Segmentation: Dividing a market into smaller groups (age, income, habits) to target them
better.

» Competitor Analysis: Studying competitors’ strengths/weaknesses to find opportunities.
* Predictive Analysis: Using past data to forecast future trends.

Business Pitch

Definition: A short presentation explaining a business idea — what it is, who the customers are, and
why it will work.

Steps to Pitching: 1. Start with the problem. 2. Introduce your solution. 3. Explain why it's unique. 4.
Know your audience. 5. Be prepared to answer questions.

Importance of Pitching: Helps gain support/investment to turn an idea into reality.

9.4 Marketing and Sales Strategies

» Understanding Your Market: Identify customers, their needs, and how your product helps them.

» Marketing Plan: Choosing promotional channels (social media, TV, word-of-mouth) to reach the
target market.

» Understanding Customer Needs: Successful businesses provide what customers actually want
(e.g., using social media + influencer collaborations + seasonal discounts).

9.5 Financial Concepts for Business

* Revenue: Total money earned from selling goods/services. Revenue = Price x Quantity Sold.
* Profit: Money left after subtracting costs. Profit = Revenue - Costs .

» Expenses & Budgeting: Expenses are operating costs (rent, salaries, materials); a budget
estimates money needed for different business areas.

* Investment: Putting funds into a business/project to generate future profit.
» Savings: Setting aside money for future needs (new equipment, expansion, emergencies).

» Loans and Interest: A loan is borrowed money that must be repaid with interest (the cost of
borrowing, usually a % of the loan).
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9.6 Communication and Storytelling Skills

Communication: Exchanging information/ideas/feelings — verbal (speaking/writing) or non-verbal
(gestures/expressions). Involves clear speaking, good body language, and active listening.

Storytelling: Using words, images, and emotion to create an engaging narrative that simplifies
complex ideas and helps the audience remember the message (e.g., a relatable story to strengthen a
debate argument).

Tips to improve: Practice regularly, know your audience, use visual aids, be clear and concise, show
emotion.

9.7 Collaboration and Iteration

« Collaboration: Two or more people working together, sharing ideas/resources to achieve a
common goal.

* Iteration: Repeating a process — making changes based on feedback until reaching the desired
result (e.g., revising a logo design after feedback multiple times).

Importance: Collaboration pools knowledge/skills to solve complex problems; iteration refines work to
make it better with each cycle.

9.8 Innovation and Creativity

* Innovation: Developing new ideas/products/methods that bring significant improvement — not just
inventing, but also improving existing things (e.g., mobile banking in Pakistan).

* Creativity: The ability to think in new, original ways using imagination — valuable in every field, not
just art.

How to foster innovation & creativity: - Be curious. - Take risks (learn from failure). - Think outside
the box. - Collaborate with others.

Exercise Short Questions (with Answers)

Q1. Define entrepreneurship in your own words. Entrepreneurship is the process of identifying a
problem or opportunity, creating a business solution, and taking risks to build and grow a venture that
delivers value.

Q2. What is the main focus of Design Thinking? Design Thinking is a human-centered approach
that focuses on understanding user needs, clearly defining the problem, generating creative ideas,
building prototypes, and testing them iteratively (Empathize - Define - Ideate - Prototype - Test).

Q3. List the key steps involved in creating a business plan. 1. Executive Summary 2. Business
Description 3. Market Analysis 4. Products/Services 5. Marketing and Sales Strategy 6. Financial Plan
7. Operational Plan.

Q4. Why is market research important for a new business? Market research helps a business
understand customer needs, competitors’ strengths/weaknesses, and market trends. It reduces risk,
informs product development, and guides marketing strategy.
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Q5. Explain the importance of a business pitch. A business pitch communicates the core idea, value
proposition, and market opportunity concisely to attract investors, partners, and customers. It turns an
idea into support and funding.

Q6. How can storytelling benefit a business? Storytelling creates emotional connections, makes
complex ideas relatable, and helps customers remember the brand. It builds trust and differentiates the
business in a crowded market.

Q7. Describe one financial concept that is important for business. Revenue is the total amount of
money a business earns from selling goods or services (e.g., selling 100 bags at Rs. 500 each = Rs.
50,000 revenue). Understanding revenue (versus profit, which subtracts costs) helps a business track
its financial performance.

Q8. Why is collaboration important in the entrepreneurial process? Collaboration brings diverse
skills, knowledge, and perspectives together. It accelerates problem-solving, reduces individual
workload, and leads to more innovative and refined solutions.

Important Exam Questions (with Answers)

Q1. List the five steps of Design Thinking. Empathize (understand user needs/feelings), Define
(clearly state the problem), Ideate (brainstorm solutions), Prototype (build a simple version), and Test
(get feedback and improve).

Q2. Differentiate between qualitative and quantitative research. Qualitative research collects non-
numerical data (opinions, motivations) through interviews/focus groups. Quantitative research collects
numerical, measurable data (e.g., through surveys) that can be analyzed statistically.

Q3. Differentiate between revenue and profit, with a formula. Revenue is the total money earned
from sales (Revenue = Price x Quantity ). Profit is what's left after subtracting costs ( Profit =
Revenue - Costs).

Q4. Differentiate between innovation and creativity. Innovation is developing new ideas/products/
methods that bring significant improvement (not just inventing, but also improving existing things).
Creativity is the ability to think in new and original ways using imagination — creativity often leads to
innovation.

Q5. What is market segmentation? Give an example. Market segmentation is breaking down a
larger target market into smaller, specific groups based on factors like age, income, or buying habits.
Example: younger customers preferring sweet pastries while older customers prefer whole-grain bread.

Q6. What is the difference between investment and savings in business? Investment means
putting funds into a business/project to generate future profit (e.g., buying new inventory). Savings
means setting aside money for future needs, such as buying new equipment or handling unexpected
expenses.

Q7. What are the steps to pitching a business idea? 1. Start with the problem. 2. Introduce your
solution. 3. Explain why it's unique. 4. Know your audience. 5. Be prepared to answer questions.

Q8. Why is iteration important when developing a business idea? Iteration means repeating a
process — making changes based on feedback — until reaching the best result. It helps refine ideas/
products, making them better with each cycle (e.g., revising a logo design after collecting feedback
multiple times).
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